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Introduction

What really upsets me is when PC users pay so much money to fix 
something that they are so capable of fixing themselves. When users make a 
mistake and need to fix their computer, they often don't learn from their 
mistake.  They just get back up and walk right into the same trap they just got 
out of.  It's time to take matters into your own hands.  If you're a regular at 
the computer help desk, this manual is your first step toward independence.

I was motivated to write this book to help my non-tech savvy family 
members and friends.  Over the past year my grandparents and other family 
members have had trouble protecting their computers.  Even though I was 
there to help them fix their computer problems, the problems kept recurring. 
It's painful and incredibly frustrating to watch as your family members are 
taken advantage of  by people online. 

 For example, when my grandma came down to visit our family during 
the summer she was really frustrated with a few computer issues.  As we sat 
down to talk about it, she explained that she had purchased a new DVD drive 
to put into her computer.  However, the company had sent her the wrong 
drive and my grandma didn't know how to install the DVD drive.  After the 
company finally sent her the correct drive, she asked if they could also install 
the drive for her.  The company told her that they would install the drive that 
they were late to deliver for an additional fifty dollars!  It took my grandma 
two hours on the phone to finally get the correct drive she ordered and now 
the company wants to charge a ridiculous price to complete a simple task? 

 I was discouraged by this because I knew that installing that drive 
would take less than two minutes and was so easy I could do it in my sleep. 
Thankfully, my grandma knew that fifty dollars was way too much money to 
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install a DVD drive and decided to attempt the installation herself.  With a 
little help, my grandma finally installed the drive But the damage had already 
been done.  A simple DVD drive installation had turned into a complete train 
wreck. Whats really gets me is when family pays top dollar to fix their 
computers or spends countless hours on the phone with tech support.

  In another situation, two friends of mine spent four hours on the phone 
trying to fix a network problem.  Just before they were going to give up they 
finally found the answer to the solution online with a quick Google search. 
Within seconds the problem was solved, no thanks to tech support.

More recently, a different family member downloaded a trojan virus. 
The scary thing is she didn't even realize that she had downloaded a virus 
until she had talked to my uncle two days later.  It turns out she had 
purchased a security program online that was designed to trick the user into 
buying the program by informing the user that their computer was infected 
with a virus.  To add to the frustration, my uncle had to call the bank and 
cancel the credit card that she had used to purchase the program.  

 I decided that I am done letting hackers, tech support and businesses 
take advantage of  my family.  I designed this manual to give basic computer 
users the information they desperately need.  After these experiences, I knew 
that it was time to make a difference by teaching people computer skills that I 
had learned from taking computer courses.  This saves everyone a lot of time, 
money and makes the internet safer for many. 

Before you get started with the first chapter, you need to make sure that 
you are logged on to your computer with a user that has administrative rights. 
Administrative rights give the user complete access to their computer and the 
ability to complete the computer changes mentioned throughout this manual.
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LEGAL NOTICE

The Author strives to be as accurate and complete as possible in the
creation of this report, notwithstanding the fact that he does not warrant or
represent at any time that the contents within are accurate due to the rapidly
changing nature of the Internet. The Author will not be responsible for any 
losses or damages of any kind incurred by the reader whether directly or 
indirectly arising from the use of the information found in this report. 

The Reader assumes responsibility for use of information contained 
herein. The author reserves the right to make changes without notice. The 
Author assumes no responsibility or liability whatsoever on the behalf of the 
reader of this report.

• YOU ARE  NOT ALLOWED TO RESELL THIS BOOK.

• YOU ARE NOT ALLOWED TO EDIT OR CHANGE THE CONTENT OF THIS
               BOOK IN ANY WAY. 

• YOU ARE NOT ALLOWED TO MAKE DERIVATIVE WORKS
             BASED ON THIS BOOK. 

• YOU ARE NOT ALLOWED TO USE THE LINKS AND VIDEOS FROM THIS BOOK IN 
ANY OTHER WAY OR FOR ANY OTHER PRODUCT.

• YOU ARE NOT ALLOWED TO REPRESENT YOURSELF AS THE AUTHOR
             OR MISREPRESENT THIS BOOK IN ANY WAY. 
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Chapter 1- Anti-virus Software

Are you tied of being frustrated with your slow computer?  Do you 
constantly forget to update your anti-virus program?  Stay tuned because this 
chapter explains how to install free basic virus protection for your computer 
along with an explanation of how anti-virus software works.  This chapter 
will take you through how to install and configure free virus protection 
software.  Once these settings are complete, all you have to do is sit back and 
let the computer do the rest.
 

Anti-virus software operations take up a lot of a computer's energy.  A 
computer has the ability to perform many actions quickly but, when you run 
too many programs at the same time the computer will run considerably 
slower. 

 Think of your computer as a person.  Let's say that you ask someone to 
write their name on a piece of paper.  Pretty easy, right? They're able to 
complete the task in seconds. But what if you ask someone to write their 
name when they have to complete multiple commands at the same time?  For 
example, ask someone to write their name on a piece of paper backwards 
while hopping on one foot and patting themselves on the head, and it turns 
out that a simple task like writing their name isn't so easy anymore.

The same thing happens to a computer trying to run anti-virus software. 
As you run the software, you're asking your computer to scan through the 
files on your computer and run other programs at the same time.  

Anti-virus programs work by searching through computer files with a 
directory that is updated to detect new versions of viruses.  They also monitor 
the computer for unhealthy behavior and report suspicious activity.  
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What most home based computer users don't know is that they only 
need to use basic free anti-virus software like AVG.  Home users do not 
realize that they can download this basic anti-virus software for free instead 
of shelling out fifty bucks or more.  

At this point you are probably thinking “Hey, wait a minute, I paid fifty 
bucks for that software. It's gotta be better than that free stuff....right?” 
Unfortunately, it's not. Purchased anti-virus software actually runs 
considerably slower and often doesn't work as well as free basic versions of 
anti-virus software.

I recommend AVG's free version for home users because it's easy to 
use, has frequent updates and only uses a small amount of your computer's 
resources to function. 

Do yourself a giant favor right now and stop paying for poorly 
constructed software! Uninstall that expensive anti-virus software and put it 
where it belongs; the garbage can.  Get your hands on a free basic anti-virus 
program. Hey, if it's free, then it's for me, right? 

If you haven't done this already take a quick break and click on the link 
below to download and install the free AVG anti-virus program that I 
recommend for home based users. Keep in mind that you will need to 
uninstall your current anti-virus software to install AVG's free program.  I 
have also prepared an AVG video tutorial that you can watch on my YouTube 
Channel.

Click here to visit my YouTube Channel

Click here to download the free version of AVG Anti-virus
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Now that you have just installed your new free version of anti-virus 
software you need to make sure that the software is set to the proper settings. 
Make sure that you set up your anti-virus program as I have described below 
to scan and update at night so that the program won't interrupt you while you 
use your computer during the day.  

It is extremely important to update your anti-virus 
software on a frequent basis!

New viruses are being created everyday!  If you do not update your 
software, it will be unable to detect new types of viruses.  Without consistent 
updates on a regular basis anti-virus software is COMPLETELY useless.

AVG Schedule Settings
• Double click on the AVG 2011 shortcut.

• In the top left hand corner, select Tools and click on Advanced Settings.

• On the left you will see a list of options. Click on the plus icon next to 
the Schedules option and click on Scheduled Scan.

• At the top of the window, click on the Enable this Task box.

• Click on the Run at a Specific Time Interval option. 

• On the scroll box below, highlight the Every Day option and select the 
time of night you would like the program to run.

• Under the Advanced Schedule options make sure that there is a check 
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mark in both boxes labeled “Run on start up if task is missed” and “Run 
even if computer is in low power mode”.

AVG Virus Update Settings

• Click on the “Virus database update option” below Scheduled Scan on 
the left.

• Select the Everyday option under “Run at a specific time interval”.

• Choose a time for AVG to do a virus update during the night.

• Make sure both boxes toward the bottom of the screen are checked.

AVG Program Update Settings

• Click on the Program update schedule option below Scheduled Scan on 
the left.

• Select the Everyday option under “Run at a specific time interval”.

• Choose a time for AVG to do a program update.

• Make sure both boxes toward the bottom of the screen are checked.

• Click Apply and then OK.

Congratulations! You're all done! AVG will 
automatically scan and update your computer by itself.  
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Remember that anti-virus software is only BASIC protection and 
unfortunately is not enough to keep your computer completely safe.  Anti-
virus software does NOT remove viruses from your computer.  It only 
informs you that it has detected a virus on your computer.  Hackers are 
constantly changing their methods to work around security measures. Now 
that your computer has the basic protection that it needs, the next two 
chapters will cover how to backup important files and different types of 
viruses.

For More Content and Recommendations Click On a Link Below
 Website- GuidanceDispatch.yolasite.com
Blog- PCSecurityEssentials.blogspot.com

Amazon E-Store- http://astore.amazon.com/guidadispa-20

http://GuidanceDispatch.yolasite.com/
http://astore.amazon.com/guidadispa-20
http://PCSecurityEssentials.blogspot.com/


 Page 11

Chapter 2- Backing up Important Files

Let's face it, everyone has important information that they cannot afford 
to lose.  Even with basic protection it is always necessary to backup files that 
you can't do without.  Here are a few common ways to back up your 
important files.

1. Thumb drive or flash drive backup
2. External hard drive backup
3. Online storage backup

The first method, flash drive backup is usually the cheapest and works 
great for people who only need to back up a small amount of files.  Flash 
drives are handy for quick on-the-go storage that you can put on your key 
chain and take anywhere.  Flash drives cost around ten to twenty dollars and 
are extremely easy to use.  

To backup your files on a flash drive

1. Plug your flash drive into your computer's USB port
2. Double click on your My Computer icon
3. Double click on the name of your flash drive
4. Double click on My Computer and navigate to the files you need to 

backup 
5. Drag and drop the files you need to backup onto the flash drive window

With this method you will have to manually update the files that 
you backup if you make any changes!
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The second method, will usually cost around seventy to one hundred 
dollars but will have more than enough storage for you to use.  Most external 
hard drives also come with backup software that automatically backs up all of 
your computer files when you plug it into your computer.  

To backup files to an external hard drive either

1. Use the same drag and drop method explained with flash drive backup
or

2. Install the software that came with your external hard drive and setup 
the software to automatically backup your files on a regular basis.

With the third method, online storage, you'll incur a monthly fee based 
on the amount of storage you use.  Instead of being saved on your computer, 
these files will be saved on servers and can be accessed through the 
provider's website. 
                              

However, a small amount of online storage can be used for free.  In 
addition, there are also many free cloud-based services that allow you to store 
files online.  Storing your files online gives you the benefit of being able to 
share your files easily while keeping them backed up on the server.

If you happen to have a G-mail account, then you probably know about 
Google Documents.  Google Docs is a free cloud-based service that allows 
you to save Word documents, presentations and spreadsheets on the cloud 
servers.  To gain access to Google Docs, simply create or log-in to your G-
mail account and click on the documents tab in the top left corner.  Google 
Docs makes it simple to share the documents that you create with other 
people. 
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 To share a Google Doc, right click on your Google Doc and select 
share.  Next, type in the e-mail addresses of the people that you would like to 
share the document with in the Add People box.  By clicking on the change 
icon next to the person's name you can modify the user permission rights for 
your Google Doc.  An e-mail will be sent to the people that you share your 
Google Docs with notifying them that your document has been shared with 
them.
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Chapter 3. Virus and Phishing Traps

Below is a chart with a list of the different kinds of virus and phishing 
traps.  A computer virus is designed to erase or corrupt data while duplicating 
itself.  Computer viruses can be spread though e-mail attachments, different 
types of files, pictures and downloads. 

 Because stealing information is extremely profitable, being aware and 
taking the correct preventive measures is more important than ever.  The best 
way to protect your computer and personal information is to become aware of 
new types of viruses.  

Virus Description Chart

Virus Name Description
Trojan A malicious type of software that disguises itself and 

gives the user a beneficial file or program.  A trojan does 
not have the ability to duplicate or spread itself, but it 
can efficiently install destructive software without the 
user knowing.  A trojan also gives the hacker the ability 
to take control of the user's computer and steal or destroy 
the user's files.  Trojans commonly disguise themselves 
as security programs that trick the user into running a 
computer scan that installs the Trojan.  The trojan is one 
of the most common types of viruses.  Do NOT click on 
security scanning pop-ups.  Instead, hold down Ctrl, Alt 
and Delete and click on Start Task Manager.  Select the 
applications tab and click on your internet browser in the 
task menu.   Once you have selected your browser, click 
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on the End Task button to shut down the program and 
then reopen a new internet browser.  

Resident Virus Software that is designed to corrupt a small amount of 
files or as many files as possible.  A resident virus plants 
itself into the memory of the computer and activates 
when the user's operating system performs an operation. 
A fast resident virus tries to infect as many files as 
possible before being detected by infecting programs run 
by the user's operating system.  A slow resident virus is 
designed to corrupt data only when very specific 
operations are run by the user.  This makes it harder for 
anti-virus software to detect the virus .  

Browser 
Hijacking

Browser hijacking occurs when a user inadvertently 
downloads malicious software that alters their internet 
browser settings to redirect them to different sites.  This 
software is usually found on file sharing websites, e-
mails and in free software from unvalidated sources. 
Always validate your downloading sources with a 
Google search.

Botnets A botnet is a collection of computers that have been 
hacked and infected with Trojans.  The hacker then uses 
the infected computers to spread spam, malware and to 
carry out other commands.

Macro Virus A macro virus is a list of computer commands that 
activate when a user opens a file or e-mail attachment. 
The virus then hides itself in various computer files and 
corrupts different sections of the users computer.  
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Evil Twin 
Technique 

The evil twin technique is a phishing technique that uses 
a fake network to bait users into connecting to a free 
internet connection.  These types of phishing networks 
are usually found in airports or coffee shops where 
people are likely to connect to the network.  Once the 
user is connected, the hacker can easily browse the user's 
computer and install malicious software.  Avoid 
connecting to all types of public networks and never 
share important information through public computers.

Social 
Engineering

A phishing method that tries to trick the user into 
handing over passwords or other types of sensitive 
information.  The user usually receives a phone call or 
instant message from a hacker claiming to be a company 
employee, computer technician or other authority figure. 
This method is effective because it cannot be detected 
easily.  You would be surprised by the number of people 
who give their user name and password when asked. 
NEVER share your user name and password with 
ANYONE regardless of who they are.

Spyware/Adware Spyware or adware software installed on a computer 
without the user's knowledge.  The software is designed 
to collect small amounts of information or keystrokes 
while monitoring the user's computer activity.  This type 
of software can also appear in the form of a pop-up and 
can be present on public as well as personal computers. 
Avoid pop-ups that offer free smileys.  They're not worth 
the risk!

For More Content and Recommendations Click On a Link Below
 Website- GuidanceDispatch.yolasite.com
Blog- PCSecurityEssentials.blogspot.com

Amazon E-Store- http://astore.amazon.com/guidadispa-20

http://GuidanceDispatch.yolasite.com/
http://astore.amazon.com/guidadispa-20
http://PCSecurityEssentials.blogspot.com/


 Page 17

Note- Never leave your laptop or computer unattended or uncovered in 
the back seat of a car where it can be easily stolen. When not in use, the best 
place for your laptop is in the trunk covered with a blanket or other item. If 
stolen, all of your computer's information can easily be compromised by the 
hacker within a matter of seconds.  Unless the information was encrypted, it 
is almost guaranteed that your information has been viewed and leaked over 
the internet.

Every day while users surf the net  they come across dialog boxes, 
messages and software programs.  Most users are used to quickly navigating 
through these by just clicking on the OK or Cancel button to remove the 
message or get to the next step.   Users want to install and get to their 
program as fast as possible.  This is understandable because users do not 
want to waste their time and don't want to bother with computer problems. 
However, this is the kind of reaction that hackers count on.  Hackers realize 
that if they design a pop-up or a fake website users encounter every day, 
users will respond as they usually do by clicking instantly without processing 
the information.  Hackers know that most users will not take the time to 
follow or learn new computer security procedures.  As a result, users are 
always a few steps behind the hacker when it comes to security.  The sad 
truth is, if  security procedures were actually followed, hackers would have a 
more difficult time.

There is still hope.  Users can learn to take their time and learn to 
identify  the warning signals.   As users learn about computer security, they 
start to develop the correct mindset that allows them to detect the traps that 
hackers set.  Don't let those hackers push you around.  It's time to catch up 
and show them who's boss. 
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Chapter 4- Safely Browsing the Internet

At this point your computer should be equipped with basic protection 
and you should have a method in place to backup your important files.  Does 
that mean that your computer is completely safe? NO, basic computer users 
make the mistake of believing that their computer is safe once they have 
installed an anti-virus program.  They are very mistaken. The best way to 
protect yourself  is to have an advanced understanding of how to operate your 
computer to avoid the traps that many basic users fall into.  

Today's computer resources are affordable and easy to use.  This means 
that it no longer takes a technical genius to start hacking.  In fact, almost 
anyone can purchase or download easy to use hacking software.  

In order to be an advanced computer user you need to be able to 
identify and correctly respond to traps on the web.  Here are a few quick and 
easy tips to get you started.

Quick Browser Tips 

• Be careful clicking on links to websites

• Use secure passwords

• Do not connect to networks you are not familiar with

• Do not open suspicious e-mails

• Download files cautiously

• Protect your personal information
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• Update your internet browser

If you are currently using Internet Explorer, I recommend that you 
install and use a different browser like Google Chrome, Fire Fox or Opera. 
These different types of internet browsers provide more frequent updates 
that give you additional security and allow you to surf the internet at faster 
speeds.

Clicking on the link below will take you to the Google Chrome 
download page where you can install Google Chrome as your default 
browser. 
 

Click Here to Download Google Chrome Internet Browser

When hackers use the internet as their attack vector, their main strategy 
is to redirect the user to their spoof website where they trick the user into 
downloading malicious software or handing over personal information.  Let's 
review each tip and go over it in detail.

Tip 1.  Be careful clicking on website links

 Never just click on links because one simple letter or number in the 
link can mean the difference between a legitimate and a malicious site. When 
you see a link displayed on a website or in an e-mail, you can't tell where that 
link is actually going to take you.

To get around this we need to make sure that we visit the correct link. 
Instead of clicking on the link, hover your mouse over it.  A  description box 
will pop up on the bottom left hand corner of your screen.  This will show the 
complete link and where it is going to take you.
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Another method you can use is to run a quick Google search about the 
link and then copy and paste the link into your browser's address bar.

Note- Avoid strange e-mails sent to you by friends or family members. 
Just because you can validate the source of the link does not mean that you 
should click on it.  Your friend could have been hacked and the virus is 
attempting to spread itself.  

You can try this new trick that you just learned with the first link in the 
Link Example chart below.  Try hovering your mouse over the link.  Notice 
that a dialog box pops up showing you that you are actually going to visit the 
deception Wikipedia article, instead of the genuine article that you wanted to 
visit.  Try clicking on the link to see how it works.  Pretty sneaky trick, huh?

Link Example Chart

 http://en.wikipedia.org/wiki/Genuine 

 http://www.anybank.example.com

Faecebook.com Facbook.com

Now let's bring our attention to the second link that I have highlighted. 
The danger with this link is that it is designed to redirect you to the Anybank 
page at example.com not the Anybank.com page.  By manipulating a link like 
this, users might be tricked into believing that they are being taken to the 
correct page.
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The last box of the chart contains an example of an older method of link 
manipulation.  Note that the links are misspelled.  When a user glances at the 
link and quickly clicks on it, they might not realize that they are being 
redirected to a different website.

Tip 2. Use Secure Passwords 

This is an excellent tip that is super easy to learn and provides great 
additional security to your personal information.  “But I already have a 
password that I think is pretty strong.”  Although you might think that your 
password is strong, it must meet certain criteria before it can be considered a 
strong password.  Let's take a look at the password checklist to find out.

Strong Password Checklist

1. Does your password have random numbers?
2. Does your password have symbols and capital letters?
3. Does your password use random phrases?
4. Does your password use at least eight characters?

Password Comparison Chart

Weak 
Passwords

Strong 
Passwords

Stronger Passwords Ultimate Passwords

kitty @fIhSS6049 (K@1FA)_Itd3S18 yK4u_FExgDC8AXY-
3j99

Orange L(mwRGmail28 $c9Aw1)Ftw-_3Nq S9dQLb5zqlYPAk38E89
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To create your own secure password I suggest starting with a random 
phrase that you can easily remember.  Lets say you decide to use the phrase 
“everything has its beauty but not everyone sees it” from Confucius. 

 Now take the first letters of each word in the phrase and you will get 
the new phrase “ehibbnesi”.  Next, let's add capital letters, random numbers 
and symbols to our new phrase.  Now our new phrase looks like 
“Eh1bbneS!”.  Finally, lets double check the checklist to make sure 
everything is included in our new password.  

Note- Changing your password on a regular basis will further 
increase your account security.

Do NOT
1. Share your password with anyone for any reason
2. Reuse old passwords
3. Stick your password on a post-it note next to your computer
4. Manually type in your password
5. Use the same password for multiple accounts

Take a minute to pretend that you're a hacker trying to get into 
someone's account.  You come across two people, a person with a secure 
password and a person with a weak password.  Which person would you 
rather hack?  Duh, the person with the weak password!  Why waste your time 
trying to hack a secure password when you have a weak one right in front of 
you?  

As a secondary precaution, it is an excellent idea not to manually type 
in your password.  This makes sure that even if there is key-logging software 
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on your computer, it will be unable to record your passwords.  Because you 
are copying and pasting your password, its keystrokes will not be recorded. 

Avoid selecting check boxes that have your computer store your 
password for you.  If your computer or laptop is stolen all your accounts 
will be compromised.

Here is a link to FREE helpful password tools that copy/paste your 
passwords for you while keeping you organized.  Read the description on the 
Cnet link and pick the one that's right for you. (Don't forget to double check 
the links like we learned with the previous tip!) I have also prepared a video 
tutorial on how to use KeePass.  To watch the video click on the link below.

Click Here to Download KeePass or Password Safe

Click Here to Visit My YouTube Channel

Tip 3. Do not open suspicious e-mails

Have you ever experienced that tingly feeling or a sense of hesitation 
before you do something risky?  You should feel the exact same way when 
you come across a suspicious e-mail.  “But how can I tell if it's a malicious e-
mail?   What should I look for?” 

  Hackers will try to use social engineering to trick you into handing 
over your personal information.  Keep an eye out for grammar mistakes, 
messages from popular companies, links and dire warnings about security 
threats.  These techniques are designed to prompt basic computer users into 
taking action without noticing the warning signs.  For example, suspicious e-
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mails threaten the user to take immediate action and click on the link or their 
account will be banned permanently.

 Like we have previously learned, a hacker's goal is to redirect you to a 
spoof website where they will trick you into handing over your personal 
information.  Take a look at some of the phishing e-mails below.
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In reality, large businesses will never ask you for your account 
information.  Never share your account information with anyone regardless 
of the circumstance.  If you receive an e-mail and you are not completely 
sure about it's source, call the business for confirmation about the e-mail.

Tip 4. Download Cautiously (Including e-mail attachments)

The best way to avoid downloading something you shouldn't is to use 
your common sense.  Follow the downloading rules below to keep your 
computer safe from malicious downloads.
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Before Downloading...

1. Make sure that your important computer files are backed up
2. Run a quick Google search about the program
3. Avoid spam messages, strange advertisements and pop ups
4. Avoid downloading from torrent or file-sharing websites

Before you get started, make sure that you have changed your file's 
settings to show file extensions.  

To enable the file extension option 

1. Double click on My Computer to open Windows Explorer
2. Hold down the alt key and press T or click on organize
3. Select Folder Options and click on the View tab
4. Uncheck the box that says “Hide extensions for known file types”
5. Click apply and then hit OK

In the screenshots below you can see the locations for each step in this 
process.

Ask yourself one more time “is this file coming from a source that I 
have validated and can trust?”

For More Content and Recommendations Click On a Link Below
 Website- GuidanceDispatch.yolasite.com
Blog- PCSecurityEssentials.blogspot.com

Amazon E-Store- http://astore.amazon.com/guidadispa-20

http://GuidanceDispatch.yolasite.com/
http://astore.amazon.com/guidadispa-20
http://PCSecurityEssentials.blogspot.com/


 Page 27

For More Content and Recommendations Click On a Link Below
 Website- GuidanceDispatch.yolasite.com
Blog- PCSecurityEssentials.blogspot.com

Amazon E-Store- http://astore.amazon.com/guidadispa-20

http://GuidanceDispatch.yolasite.com/
http://astore.amazon.com/guidadispa-20
http://PCSecurityEssentials.blogspot.com/


 Page 28

Wallpaper Design by Aquul- www.Aquul.com

To download the file, right click on the link and select 
the Save As option.   Do not select Open because we want 
to validate the file first.
 

By clicking on the save option, Windows will not open the file and will 
only save it to the file location.  Once you have downloaded the file, inspect 
it to make sure it is legitimate.  If you are suspicious, scan the file with AVG 
or your anti virus program to make sure that it's not malicious.

In addition to scanning a file, you can also tell that a file is malicious if 
it has more than one extension. 

For example, the file “Mustang.jpg.pif” has two file extensions and is a 
malicious file.  A legitimate picture file or a file with a .jpg extension will 
look like “Mustang.jpg” If it does not have two extensions, open the file with 
Notepad so that Windows does not open the file.  

To open a file with Notepad

1. Click on the Start windows icon
2. Scroll over All Programs and click on Accessories 
3. Click on Notepad to open the program
4. Hold down Ctrl and press O or click file open
5. Navigate to the file and click Open

If Notepad is unable to open the file, this is a big warning sign and you 
should become extremely suspicious.  At this point, it is best to delete the 
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file.  However, if Notepad is able to open the file it should display part of the 
file.  Just because Notepad can open the file does not mean that the file is 
legitimate. But, by opening the file, you now have additional information to 
help you decide if you want to keep it.  Below are a few screenshots to help 
guide you through the steps.

                                                                                                                           Wallpaper  Design by Aquul- www.Aquul.com
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Now that you have all the information that you can collect about the 
file, it's time to make the decision whether to open or delete it.  In my 
opinion, if there is still any doubt about the file left in your mind, you should 
delete it.

Tip 5. Protect your personal information

With social networking sites, sharing information with the world has 
become easy.  However when sharing information on the web there are 
additional things to consider.  Every bit of information that you share on the 
internet is time stamped and recorded.  This information can be copied and 
shared with anyone.

 Things like pictures, videos and messages need to be managed 
properly.  When posting messages online, take into consideration that anyone 
who has access to that message can take it and share it with someone else. 
The same thing applies to pictures and videos you post on the internet.  

When using social networking sites never share important personal 
information that can be used against you.  For example,  some social 
networking sites will ask you to share your complete date of birth for your 
online profile.  Your complete date of birth is a key piece of information that 
is sometimes used to access online bank accounts and other sensitive 
information.  Therefore, I recommend selecting the option that does not show 
your complete date of birth. Be extremely cautious when giving access to 
information to people you cannot trust.  

People who share lots of personal information and use weak passwords 
make a hacker's job extremely easy.  All the hacker has to do is collect the 
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information and turn it against the user.  

Take a minute and ask yourself, “are the answers to my account security 
questions unique and known only to myself?”  Never give the hacker the 
ability to easily guess the security question for your accounts.  Pick a unique 
account security questions that only you know the answer to or come up with 
your own unique answer.

Tip 6. Never connect to networks that you cannot trust

Public wi-fi networks, like networks in coffee shops and airports, are 
common places where hackers can lay traps.  Always avoid connecting to 
networks that are public.  Public networks make it extremely easy for hackers 
to monitor your computer activity. 

 With a few simple software downloads, hackers are able to easily 
access your browser history and online account information.  In fact, some 
public networks are spoof networks created by hackers to trap people into 
their public network to collect their information.

Tip 7. Update your internet browser

From time to time, confirm that your browser has the latest updates. 
Google Chrome will automatically update itself.  If you would like to double-
check that it has the latest updates, follow these steps:

1. Open Google Chrome
2. Click on the wrench in the top right hand corner of the browser
3. Click on the “about Google Chrome option”
4. Google Chrome will run a check for updates
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5. After the update is complete click Ok
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Chapter 5. Reinstalling Your Operating System

Warning!- When you reinstall/reformat your computer, all data 
saved on your hard drive will be erased! Make sure that all of your data is 
backed up before reinstalling your operating system.

In the event that your computer receives a virus or some other type of 
unfixable error, reinstalling your operating system might be your last option. 
You might also want to upgrade your operating system to Windows 7.  
    

Before you proceed with the re-installation you will need...

1. All of your hard drive backup files for your computer (from your flash 
drive, external hard drive, online backup or other form of file backup)

2. The re installation CDs for your operating system or a Blank DVD/ 
8GB or larger flash drive.

3. To write down your operating system CD key and system type 
(32bit or 64bit operating system)

4. *To download and install the Windows USB creation software in 
the link below if you are going to create a Windows 7 instillation 
DVD or flash drive.

To find the information that you will need for step three of the re-
installation process, go to My Computer, right click on the icon and select 
Properties.

*If you are creating a Windows 7 installation DVD or flash drive you 
can download the creation tool from the link below
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Click Here to Download the Windows 7 Creation Tool

To Use the Windows 7 Creation Tool

1. Double click on the creation tool icon on your desktop
2. Click the Browse button towards the left
3. Navigate to your ISO or disk image file 
4. Select the file and click Open
5. Click next and choose the method your are using by clicking on the 

USB or DVD button
6. Click Browse to navigate to your drive and click Begin Copying

Note- When you purchase a license of Windows 7, you are able to 
download the Windows 7 ISO file or CD image file. If you are trying to 
reinstall a different operating system like Windows XP or Windows Vista and 
do not have the installation CDs, you can request a recovery CD from your 
computer manufacturer.   

Re-Installation Steps For Windows 7

Re-installation Steps Part 1.

1. Before you begin the installation make sure that you backed up 
data and your installation CD's are ready.

2. Open your DVD drive and place the Operating system installation 
CD into the drive bay. (If you put the ISO on a flash drive/external 
hard drive insert the drive into your USB port)

3. Open My Computer and right click on your DVD or flash drive 
with the installation files.
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4. Select Open and Double click on Setup.exe
5. Accept the license agreement and click OK
6. Select Custom or Advanced Installation
7. Click on Drive Options located on the middle right section of the 

window
8. In this step you will be partitioning or splitting your hard drive 

into organized groups. If you are a basic computer user you can 
use a single partition.  See part A for creating a single partition or 
a single drive with all your data and part B for a double partition.  

A. To create a single partition or a single drive with all of your 
data, click on each partition and select delete to convert it into 
unallocated space.  Then select new and click apply. Click next 
and proceed to step nine.

B. To split your hard drive into two groups, an OS C: drive and 
a Data D: drive, select all of your current partitions and click 
delete.  Now you should see all of your unallocated space in 
one group.  Click new to create the first part partition or your 
OS C: drive.  I recommend that you allocate 1/3 of your hard 
drive storage for the OS C: partition and 2/3 for the Data D: 
partition. If you do not know the size of you hard drive, right 
click My Computer and select properties to display your hard 
drive space.  Type in 1/3 of your hard drive space in MB and 
click apply to allocate the space for drive C.  Repeat this same 
process for drive D using  2/3 of your hard drive.  
Note- 1040MB=1GB

9.          Click the Next button and Windows 7 will proceed with 
installation.  (Note- this will take a couple of minutes and is a 
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good time to take a break)
10. Type in a user name, password and hint.  When you are 

finished click Next.
11. Type in your Windows 7 Product key and click Next
12. Select Install Important Updates only or click Use 

Recommended Settings
13. Select your time zone, date and then click OK
14. Finally, select your computer's network location and click 

OK

That just about wraps things up.  Your installation is now complete with 
a fresh installation of Windows 7.  At this point you can plug in your file 
backup device and copy over your files to your clean hard drive.  In the next 
chapter we will review how to properly clean a computer.  
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Chapter 6 How to Clean Your Computer

Part 1. Cleaning Computer files

To keep your computer in tip top shape, you need to clean the files and 
programs that your computer no longer uses.  These files and programs can 
be cleaned and uninstalled from your computer with free cleaning software 
listed below.

Note- Windows 7 already has a hard drive defragger and automatically 
defraggs the hard drive on a regular basis.  Therefore, if you are running 
Windows 7 you do not need to use SmartDefrag.  But, if you use an external 
hard drive you can use SmartDefrag to defrag your external drive.

Click Here to Download CCleaner and SmartDefrag

I have prepared a video tutorial for the CCleaner program.  You can 
access the video by clicking on the links below.  However, if you would not 
like to watch the videos I have also included written steps.

Click Here to Watch the CCleaner Video Tutorial

After installing CCleaner, double click on the CCleaner icon to open up 
the program.  The Windows and application tabs allow you to check or 
uncheck the different files that can be cleaned from your computer.  Click on 
the Analyze button, and CCleaner will display the amount of files that it will 
be able to clean.  Click on the Run Cleaner button to remove the files from 
your computer.

CCleaner can clean programs that you want to uninstall quickly and 
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easily.  Click on the Tools button underneath the Registry Cleaner button and 
click on the Uninstall tab.  A list of all your computers programs will be 
displayed.  If you would like to uninstall a program click on the program and 
then click the Run Uninstaller button.

CCleaner also comes with a registry cleaner for your computer.  The 
Windows registry is a collection of application files that your computer needs 
in order to operate.  Click on the Registry Cleaner button on the left and click 
on the Scan for Issues button.  Next, click on the Fix Selected Issues Button. 
A dialog box will appear asking you to save changes to your registry. Select 
No and then click on Fix All Selected Issues.

Part 2. Cleaning the inside of your computer case

Required Materials

1. Roll of paper towels
2. Bottle of compressed air
3. Isotropic/rubbing Alcohol (90-95%)
4. Container of q-tips 
5. Small Table
6. Screw driver
7. Bathroom paper cup

Note- Due to the fact that dust will be flying everywhere, it is a good 
idea to take your computer outside or down to a basement during the cleaning 
process.  In addition, when spraying your computer's ventilation fans, hold 
down the fan blades with your finger.  This keeps the fan from spinning too 
fast and wearing out.  Worn out fans make your computer extremely loud and 
annoying. To clean your computer case with the compressed air most 
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efficiently, keep the bottle in its upright position and use short concentrated 
bursts of air to remove dust.

I recommend that you clean your computer at least once every six 
months.  To keep your computer clean, place your computer on top of your 
desk to increase air circulation

Warning-  Static electricity destroys computer 
components.  Do NOT use a household vacuum to clean 
your computer case! When cleaning, do not stick your 
fingers in or around the power supply. Instead, hold down 
the power supply fan with your q-tip.

Cleaning the inside of the case is important because a healthy computer 
needs to have good ventilation and a fresh supply of air.  Computers draw in 
cool air from outside of the case and remove hot air generated by components 
out of the back of the case.  After dust and other materials start to 
accumulate, components that produce a lot of heat do not receive the fresh 
supply of air they need to function.  As a result, these components might 
overheat and cause computer failure.

Computer Case Cleaning Steps

1. Unplug all of your computer's cables and lay them on the table.
2. Unscrew each side panel of your computer's case so that dust can be 

efficiently removed and place your computer in its normal upright 
position on the table.

3. Remove both side panels.
4. With your can of compressed air, begin cleaning the top portion of your 

For More Content and Recommendations Click On a Link Below
 Website- GuidanceDispatch.yolasite.com
Blog- PCSecurityEssentials.blogspot.com

Amazon E-Store- http://astore.amazon.com/guidadispa-20

http://GuidanceDispatch.yolasite.com/
http://astore.amazon.com/guidadispa-20
http://PCSecurityEssentials.blogspot.com/


 Page 40

computer case and slowly move down to the bottom components.  This 
method pushes all of the dust toward the bottom of the case so that it 
can be easily removed.

5. Make sure to cover all of the major components: the video card and its 
fan, the CPU, fans connected to the side panels, around the 
motherboard (hold down fan blades with your finger)

6. Turn toward the back end of your computer case and blow air into all of 
the connectors and other end of the fan.

7. After you have removed most of the dust, spray the case from top to 
bottom one last time.

8. To remove the second layer of dust take your paper towels or q-tips and 
lightly dab them with the alcohol. Use the paper towels to clean your 
computer's case and the q-tips to clean the small spaces on the inside of 
the case.

9. Double check that all computer components are secure and reattach 
both of the side case panels.       

10.  Reconnect all of your computer's connection cables.
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Chapter 7. Speeding Up Your Computer

Here are two quick and easy tips you can use to improve the speed of 
any computer.  If you are still having problems with your computer's speed, 
you might want to consider upgrading to Windows 7. 

This first tip allows you to disable programs that your computer will 
load when it boots up.  If you are a basic computer user do NOT change any 
of the configuration settings in the other tabs of the System Configuration 
program.

To configure these boot options

1. Click on your Start or Windows button and select all programs
2. Click on Accessories and then on Run
3. In the Run dialog box type in the word “msconfig” and hit enter
4. When the System Configuration box comes up click on the Startup tab
5. Under the startup item section uncheck all of the programs that you do 

not want your computer to run when it boots up.
6. Click Apply and hit OK

To increase your computer's performance even further you can change 
your computer's power plan to the high performance plan.

Edit your computer's power plan by

1. Clicking on Windows Start button and clicking on Control Panel
2. Click on the Hardware and Sound icon
3. Click on the Power Options icon
4. Click on the arrow on the right side of the screen to show all of the 
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available power plans
5. Select the High Performance power plan

With the Windows 7 operating system, you have the ability to use the 
ReadyBoost option to increase your computer's performance. The 
ReadyBoost option requires a flash drive in order to activate. The 
ReadyBoost option has the biggest impact when it is used with slower hard 
drives (7,200 RMP or lower).  The Windows ReadyBoost option allows the 
computer to convert unused storage on the flash drive into memory for 
increased performance.

To enable the Windows ready boot feature

1. Double click on My Computer
2. Right click on your flash drive and select properties
3. Click on the ReadyBoost tab 
4. Select the Use This Device option and adjust the amount of storage 

used with the slide bar

Another useful tool that you can use to measure your network's speed is 
Speedtest.net.  Speedtest measures the speed at which your computer can 
download and upload packets of information.  Speedtest can also measure 
your network's ping, or how long it takes for your network host to respond to 
your computer.  This tool comes in handy because at the end of the test it 
compares your computer's results with your ISP's (internet service provider) 
average performance.
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